COUNTY OF FRESNO
REQUEST FOR PROPOSAL

NUMBER: 208-5278
2014 IT SYSTEM EXTERNAL AUDIT REVIEW

Issue Date: June 3, 2014

Closing Date: JUNE 26, 2014

Proposal will be considered LATE when the official Purchasing time clock reads 2:00 P.M.

Questions regarding this RFP should be directed to: Caleb J. Brooks,
phone (559) 600-7124, e-mail chrooks@co.fresno.ca.us, or fax (559) 600-7126.

Check County of Fresno Purchasing’s Open Solicitations
website at https://www?2.co.fresno.ca.us/0440/Bids/BidsHome.aspx
for RFP documents and changes.

Please submit all Proposals to:

County of Fresno - Purchasing
4525 E. Hamilton Avenue, 2" Floor
Fresno, CA 93702-4599

BIDDER TO COMPLETE

UNDERSIGNED AGREES TO FURNISH THE COMMODITY OR SERVICE STIPULATED IN THE ATTACHED PROPOSAL
SCHEDULE AT THE PRICES AND TERMS STATED, SUBJECT TO THE “COUNTY OF FRESNO PURCHASING STANDARD
INSTRUCTIONS AND CONDITIONS FOR REQUEST FOR PROPOSALS (RFP’S)” ATTACHED.
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Proposal No. 208-5278

Note: the reference to “bids” in the following paragraphs applies to RFP's and RFQ's

1.

COUNTY OF FRESNO PURCHASING

STANDARD INSTRUCTIONS AND CONDITIONS FOR
REQUESTS FOR PROPOSALS (RFP'S) AND REQUESTS FOR QUOTATIONS (RFQ'S)

GENERAL CONDITIONS

By submitting a bid the bidder agrees to the following conditions. These conditions will apply to all subsequent purchases based on this bid.

BID PREPARATION:

A)  Allprices and notations must be typed or written inink. No erasures
permitted. Errors may be crossed out, initialed and corrections
printed in ink by person signing bid.

B) Brand Names: Brand names and numbers when given are for
reference. Equal items will be considered, provided the offer clearly
describes the article and how it differs from that specified. In the
absence of such information it shall be understood the offering is
exactly as specified.

C) State brand or make of each item. If bidding on other than specified,
state make, model and brand being bid and attach supporting
literature/specifications to the bid.

D) Bid on each item separately. Prices should be stated in units
specified herein. All applicable charges must be quoted; charges on
invoice not quoted herein will be disallowed.

E) Time of delivery is a part of the consideration and must be stated in
definite terms and must be adhered to. F.O.B. Point shall be
destination or freight charges must be stated.

F)  All bids must be dated and signed with the firm's name and by an
authorized officer or employee.

G) Unless otherwise noted, prices shall be firm for one hundred eighty
(180) days after closing date of bid.

SUBMITTING BIDS:

A) Each bid must be submitted on forms provided in a sealed
envelope/package with bid number and closing date and time on the
outside of the envelope/package.

B) Interpretation: Should any discrepancies or omissions be found in
the bid specifications or doubt as to their meaning, the bidder shall
notify the Buyer in writing at once. The County shall not be held
responsible for verbal interpretations. Questions regarding the bid
must be received by Purchasing stated within this document. All
addenda issued shall be in writing, duly issued by Purchasing and
incorporated into the contract.

C) ISSUING AGENT/AUTHORIZED CONTACT: This RFP/RFQ has
been issued by County of Fresno, Purchasing. Purchasing shall be
the vendor’s sole point of contact with regard to the RFP/RFQ, its
content, and all issues concerning it.

All communication regarding this RFP/RFQ shall be directed to an
authorized representative of County Purchasing. The specific buyer
managing this RFP/RFQ is identified on the cover page, along with
his or her telephone number, and he or she should be the primary

point of contact for discussions or information pertaining to the
RFP/RFQ. Contact with any other County representative, including
elected officials, for the purpose of discussing this RFP/RFQ, its content,
or any other issue concerning it, is prohibited unless authorized by
Purchasing. Violation of this clause, by the vendor having unauthorized
contact (verbally or in writing) with such other County representatives,
may constitute grounds for rejection by Purchasing of the vendor's
quotation.

The above stated restriction on vendor contact with County
representatives shall apply until the County has awarded a purchase
order or contract to a vendor or vendors, except as follows. First, in the
event that a vendor initiates a formal protest against the RFP/RFQ, such
vendor may contact the appropriate individual, or individuals who are
managing that protest as outlined in the County’s established protest
procedures. All such contact must be in accordance with the sequence
set forth under the protest procedures. Second, in the event a public
hearing is scheduled before the Board of Supervisors to hear testimony
prior to its approval of a purchase order or contract, any vendor may
address the Board.

D) Bids received after the closing time will NOT be considered.

E) Bidders are to hid what is specified or requested first. If unable to or
unwilling to, bidder may bid alternative or option, indicating all
advantages, disadvantages and their associated cost.

F)  Public Contract Code Section 7028.15
Where the State of California requires a Contractor's license, it is a
misdemeanor for any person to submit a bid unless specifically
exempted.

FAILURE TO BID:

A)  If not bidding, return bid sheet and state reason for no bid or your name

may be removed from mailing list.

TAXES, CHARGES AND EXTRAS:

County of Fresno is subject to California sales and/or use tax (8.225%).
Please indicate as a separate line item if applicable.

DO NOT include Federal Excise Tax. County is exempt under
Registration No. 94-73-03401-K.

County is exempt from Federal Transportation Tax. Exemption
certificate is not required where shipping papers show consignee as
County of Fresno.

Charges for transportation, containers, packing, etc. will not be paid
unless specified in bid.
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5.

10.

W-9 — REQUEST FOR TAXPAYER IDENTIFICATION NUMBER AND
CERTIFICATION & CALIFORNIA FORM 590 WITHHOLDING
EXEMPTION CERTIFICATE:

Upon award of bid, the vendor shall submit to County Purchasing, a
completed IRS Form W-9 - Request for Taxpayer Identification Number
and Certification and a California Form 590 Withholding Exemption
Certificate if not currently a County of Fresno approved vendor.

AWARDS:

A)  Award(s) will be made to the most responsive responsible bidder;
however, the Fresno County Local Vendor Preference and/or the
Disabled Veteran Business Enterprise Preference shall take
precedence when applicable. Said Preferences apply only to
Request for Quotations for materials, equipment and/or supplies only
(no services); the preference do not apply to Request for Proposals.
RFQ evaluations will include such things as life-cycle cost,
availability, delivery costs and whose product and/or service is
deemed to be in the best interest of the County. The County shall be
the sole judge in making such determination.

B)  Unless bidder gives notice of all-or-none award in bid, County may
accept any item, group of items or on the basis of total bid.

C) The County reserves the right to reject any and all bids and to waive
informalities or irregularities in bids.

D) Award Notices are tentative: Acceptance of an offer made in
response to this RFP/RFQ shall occur only upon execution of an
agreement by both parties or issuance of a valid written Purchase
Order by Fresno County Purchasing.

E) After award, all bids shall be open to public inspection. The County
assumes no responsibility for the confidentiality of information
offered in a bid.

TIE BIDS:

All other factors being equal, the contract shall be awarded to the Fresno
County vendor or, if neither or both are Fresno County vendors, it may be
awarded by the flip of a coin in the presence of witnesses or the entire bid
may be rejected and re-bid. If the General Requirements of the RFQ state
that they are applicable, the provisions of the Fresno County Local Vendor
Preference shall take priority over this paragraph.

PATENT INDEMNITY:

The vendor shall hold the County, its officers, agents and employees,
harmless from liability of any nature or kind, including costs and expenses,
for infringement or use of any copyrighted or un-copyrighted composition,
secret process, patented or unpatented invention, article or appliance
furnished or used in connection with this bid.

SAMPLES:

Samples, when required, must be furnished and delivered free and, if not
destroyed by tests, will upon written request (within thirty (30) days of bid
closing date) be returned at the bidder's expense. In the absence of such
notification, County shall have the right to dispose of the samples in
whatever manner it deems appropriate.

RIGHTS AND REMEDIES OF COUNTY FOR DEFAULT:

A) Incase of default by vendor, the County may procure the articles or
service from another source and may recover the cost difference
and related expenses occasioned thereby from any unpaid balance
due the vendor or by proceeding against performance bond of the

11.

12.

13.

14.

15.

vendor, if any, or by suit against the vendor. The prices paid by the
County shall be considered the prevailing market price at the time such
purchase is made.

B) Articles or services, which upon delivery inspection do not meet
specifications, will be rejected and the vendor will be considered in
default. Vendor shall reimburse County for expenses related to delivery
of non-specified goods or services.

C) Regardless of F.O.B. point, vendor agrees to bear all risks of loss, injury
or destruction to goods and materials ordered herein which occur prior to
delivery and such loss, injury or destruction shall not release vendor from
any obligation hereunder.

DISCOUNTS:

Terms of less than fifteen (15) days for cash payment will be considered as net
in evaluating this bid. A discount for payment within fifteen (15) days or more
will be considered in determining the award of bid. Discount period will
commence either the later of delivery or receipt of invoice by the County.
Standard terms are Net forty-five (45) days.

SPECIAL CONDITIONS IN BID SCHEDULE SUPERSEDE GENERAL
CONDITIONS:

The “General Conditions” provisions of this RFP/RFQ shall be superseded ifin
conflict with any other section of this bid, to the extent of any such conflict.

SPECIAL REQUIREMENT:

With the invoice or within twenty-five (25) days of delivery, the seller must
provide to the County a Material Safety Data Sheet for each product, which
contains any substance on “The List of 800 Hazardous Substances”, published
by the State Director of Industrial Relations. (See Hazardous Substances
Information and Training Act, California State Labor Code Sections 6360
through 6399.7.)

RECYCLED PRODUCTS/MATERIALS:

Vendors are encouraged to provide and quote (with documentation) recycled
or recyclable products/materials which meet stated specifications.

YEAR COMPLIANCE WARRANTY:

Vendor warrants that any product furnished pursuant to this Agreement/order
shall support a four-digit year format and be able to accurately process date
and time data from, into and between the twentieth and twenty-first centuries,
as well as leap year calculations. "Product" shall include, without limitation, any
piece or component of equipment, hardware, firmware, middleware, custom or
commercial software, or internal components or subroutines therein. This
warranty shall survive termination or expiration of this Agreement.

In the event of any decrease in product functionality or accuracy related to time
and/or date data related codes and/or internal subroutines that impede the
product from operating correctly using dates beyond December 31, 1999,
vendor shall restore or repair the product to the same level of functionality as
warranted herein, so as to minimize interruption to County's ongoing business
process, time being of the essence. In the event that such warranty
compliance requires the acquisition of additional programs, the expense for
any such associated or additional acquisitions, which may be required,
including, without limitation, data conversion tools, shall be borne exclusively
by vendor. Nothing in this warranty shall be construed to limit any rights or
remedies the County may otherwise have under this Agreement with respect to
defects other than year performance.
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16. PARTICIPATION:

Bidder may agree to extend the terms of the resulting contract to other
political subdivision, municipalities and tax-supported agencies.

Such participating Governmental bodies shall make purchases in their
own name, make payment directly to bidder, and be liable directly to the
bidder, holding the County of Fresno harmless.

17. CONFIDENTIALITY:

All services performed by vendor shall be in strict conformance with all
applicable Federal, State of California and/or local laws and regulations
relating to confidentiality, including but not limited to, California Civil Code,
California Welfare and Institutions Code, Health and Safety Code,
California Code of Regulations, Code of Federal Regulations.

Vendor shall submit to County’s monitoring of said compliance.

Vendor may be a business associate of County, as that term is defined in
the “Privacy Rule” enacted by the Health Insurance Portability and
Accountability Act of 1996 (HIPAA). As a HIPAA Business Associate,
vendor may use or disclose protected health information (“PHI") to perform
functions, activities or services for or on behalf of County as specified by
the County, provided that such use or disclosure shall not violate HIPAA
and its implementing regulations. The uses and disclosures if PHI may not
be more expansive than those applicable to County, as the “Covered
Entity” under HIPAA's Privacy Rule, except as authorized for
management, administrative or legal responsibilities of the Business
Associate.

Vendor shall not use or further disclose PHI other than as permitted or
required by the County, or as required by law without written notice to the
County.

Vendor shall ensure that any agent, including any subcontractor, to which
vendor provides PHI received from, or created or received by the vendor
on behalf of County, shall comply with the same restrictions and conditions
with respect to such information.

18. APPEALS:

Appeals must be submitted in writing within seven (7) working days after
notification of proposed recommendations for award. A “Notice of Award”
is not an indication of County’s acceptance of an offer made in response to
this RFP/RFQ. Appeals should be submitted to County of Fresno
Purchasing, 4525 E. Hamilton Avenue, Fresno, California 93702-4599.
Appeals should address only areas regarding RFP contradictions,
procurement errors, quotation rating discrepancies, legality of procurement
context, conflict of interest, and inappropriate or unfair competitive
procurement grievance regarding the RFP/RFQ process.

Purchasing will provide a written response to the complainant within seven
(7) working days unless the complainant is notified more time is required.

If the protesting bidder is not satisfied with the decision of Purchasing,
he/she shall have the right to appeal to the Purchasing Agent/CAO within
seven (7) working days after Purchasing'’s notification; except if, notified to
appeal directly to the Board of Supervisors at the scheduled date and time.

If the protesting bidder is not satisfied with Purchasing Agent/CAQ’s
decision, the final appeal is with the Board of Supervisors.

19. OBLIGATIONS OF CONTRACTOR:

A) CONTRACTOR shall perform as required by the ensuing contract.
CONTRACTOR also warrants on behalf of itself and all
subcontractors engaged for the performance of the ensuing contract

20.

21.

22.

that only persons authorized to work in the United States pursuant to the
Immigration Reform and Control Act of 1986 and other applicable laws
shall be employed in the performance of the work hereunder.

B) CONTRACTOR shall obey all Federal, State, local and special district
laws, ordinances and regulations.

AUDITS & RETENTION:

The Contractor shall maintain in good and legible condition all books,
documents, papers, data files and other records related to its performance
under this contract. Such records shall be complete and available to Fresno
County, the State of California, the federal government or their duly authorized
representatives for the purpose of audit, examination, or copying during the
term of the contract and for a period of at least three (3) years following the
County's final payment under the contract or until conclusion of any pending
matter (e.g., litigation or audit), whichever is later. Such records must be
retained in the manner described above until all pending matters are closed.

DISCLOSURE - CRIMINAL HISTORY & CIVIL ACTIONS:

Applies to Request for Proposal (RFP); does not apply to Request for
Quotation (RFQ) unless specifically stated elsewhere in the RFQ document.

In their proposal, the bidder is required to disclose if any of the following
conditions apply to them, their owners, officers, corporate managers and
partners (hereinafter collectively referred to as “Bidder”):

e Within the three-year period preceding the proposal, they have been
convicted of, or had a civil judgment rendered against them for:

o fraud or a criminal offense in connection with obtaining,
attempting to obtain, or performing a public (federal, state, or
local) transaction or contract under a public transaction;

o violation of a federal or state antitrust statute;

0 embezzlement, theft, forgery, bribery, falsification, or
destruction of records; or

o false statements or receipt of stolen property

Within a three-year period preceding their proposal, they have had a public
transaction (federal, state, or local) terminated for cause or default.

DATA SECURITY:

Individuals and/or agencies that enter into a contractual relationship with the
COUNTY for the purpose of providing services must employ adequate controls
and data security measures, both internally and externally to ensure and
protect the confidential information and/or data provided to contractor by the
COUNTY, preventing the potential loss, misappropriation or inadvertent
access, viewing, use or disclosure of COUNTY data including sensitive or
personal client information; abuse of COUNTY resources; and/or disruption to
COUNTY operations.

Individuals and/or agencies may not connect to or use COUNTY
networks/systems via personally owned mobile, wireless or handheld devices
unless authorized by COUNTY for telecommuting purposes and provide a
secure connection; up to date virus protection and mobile devices must have
the remote wipe feature enabled. Computers or computer peripherals
including mobile storage devices may not be used (COUNTY or Contractor
device) or brought in for use into the COUNTY’s system(s) without prior
authorization from COUNTY'’s Chief Information Officer and/or designee(s).

No storage of COUNTY’s private, confidential or sensitive data on any hard-
disk drive, portable storage device or remote storage installation unless
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23.

24.

encrypted according to advance encryption standards (AES of 128 bit or
higher).

The COUNTY will immediately be notified of any violations, breaches or
potential breaches of security related to COUNTY's confidential
information, data and/or data processing equipment which stores or
processes COUNTY data, internally or externally.

COUNTY shall provide oversight to Contractor's response to all incidents
arising from a possible breach of security related to COUNTY's
confidential client information. Contractor will be responsible to issue any
notification to affected individuals as required by law or as deemed
necessary by COUNTY in its sole discretion. Contractor will be
responsible for all costs incurred as a result of providing the required
notification.

PURCHASING LOCATION & HOURS:

Fresno County Purchasing is located at 4525 E. Hamilton Avenue
(second floor), Fresno, CA 93702. Non-holiday hours of operation are
Monday through Friday, 8:00 A.M. to 12:00 Noon and 1:00 P.M. to 5:00
P.M. PST; Purchasing is closed daily from 12:00 Noon to 1:00 P.M. The
following holiday office closure schedule is observed:

January 1* New Year's Day

Third Monday in January Martin Luther King, Jr.’s Birthday
Third Monday in February Washington - Lincoln Day
March 31* Cesar Chavez’ Birthday

Last Monday in May Memorial Day

July 4* Independence Day

First Monday in September Labor Day

November 11* Veteran's Day

Fourth Thursday in November Thanksgiving Day
Friday following Thanksgiving
December 25* Christmas

* When this date falls on a Saturday, the holiday is observed the
preceding Friday. If the date falls on a Sunday, the holiday is observed
the following Monday.

FRESNO COUNTY BOARD OF SUPERVISORS ADMINISTRATIVE
POLICIES:

The link below references the Fresno County Board of Supervisors
Administrative policies that will apply to this Request for Proposal.

Click here to view
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Proposal No. 208-5278 Page 3

OVERVIEW

The County of Fresno on behalf of Internal Services Department’s Information Technology
Services Division (ITSD) is requesting proposals from qualified firms to perform an external
audit of their information technology environment. The Board of Supervisors have authorized
and budgeted for this audit in order to comply with Health Insurance Portability and
Accountability Act (HIPAA). The purpose of this external penetration test of the County’s
network is to identify any unauthorized accessibilities and /or vulnerabilities.

This audit is to be performed in accordance with generally accepted security best practices, the
security auditing standards set forth by the HIPAA Security Rule, and other professional
standards as necessary. The vendor shall use the standard “white hat” methodology.

The vendor that was awarded the last audit in 2012 was Moss-Adams LLP, and is not eligible to
be awarded this audit.

KEY DATES
RFP Issue Date: June 3, 2014
Vendor Conference: June 12, 2014
Vendors are to contact Caleb J. County of Fresno Purchasing
Brooks at (559) 600-7110 if planning 4525 E. Hamilton Avenue, 2™ Floor
to attend vendor conference. Fresno, CA 93702
Deadline for Written Requests for June 19, 2014
Interpretations or Corrections of Fax No. (559) 600-7126
RFP: E-Mail: cbrooks@co.fresno.ca.us
RFP Closing Date: June 26, 2014 at 2:00 P.M.

County of Fresno Purchasing
4525 E. Hamilton Avenue, 2™ Floor
Fresno, CA 93702
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Proposal No. 208-5278 Page 4

TRADE SECRET ACKNOWLEDGEMENT

All proposals received by the County shall be considered "Public Record" as defined by Section
6252 of the California Government Code. This definition reads as follows:

"...Public records" includes any writing containing information relating to the conduct of the
public's business prepared, owned, used or retained by any state or local agency regardless
of physical form or characteristics "Public records" in the custody of, or maintained by, the
Governor's office means any writing prepared on or after January 6, 1975."

Each proposal submitted is Public record and is therefore subject to inspection by the public per
Section 6253 of the California Government Code. This section states that "every person has a
right to inspect any public record".

The County will not exclude any proposal or portion of a proposal from treatment as a public
record except in the instance that it is submitted as a trade secret as defined by the California
Government Code. Information submitted as proprietary, confidential or under any other such
terms that might suggest restricted public access will not be excluded from treatment as public
record.

"Trade secrets" as defined by Section 6254.7 of the California Government Code are deemed
not to be public record. This section defines trade secrets as:

"...Trade secrets," as used in this section, may include, but are not limited to, any
formula, plan, pattern, process, tool, mechanism, compound, procedure, production data
or compilation of information that is not patented, which is known only to certain
individuals within a commercial concern who are using it to fabricate, produce, or
compound an article of trade or a service having commercial value and which gives its
user an opportunity to obtain a business advantage over competitors who do not know
or use it."

Information identified by bidder as "trade secret" will be reviewed by County of Fresno's legal
counsel to determine conformance or non-conformance to this definition. Such material should
be submitted in a separate binder marked "Trade Secret". Examples of material not considered
to be trade secrets are pricing, cover letter, promotional materials, etc.

INFORMATION THAT IS PROPERLY IDENTIFIED AS TRADE SECRET AND CONFORMS
TO THE ABOVE DEFINITION WILL NOT BECOME PUBLIC RECORD. COUNTY WILL
SAFEGUARD THIS INFORMATION IN AN APPROPRIATE MANNER.

Information identified by bidder as trade secret and determined not to be in conformance with
the California Government Code definition shall be excluded from the proposal. Such
information will be returned to the bidder at bidder's expense upon written request.

Trade secrets must be submitted in a separate binder that is plainly marked "Trade Secrets."

The County shall not in any way be liable or responsible for the disclosure of any proposals or
portions thereof, if they are not (1) submitted in a separate binder that is plainly marked "Trade
Secret" on the outside; and (2) if disclosure is required or allowed under the provision of law or
by order of Court.

Vendors are advised that the County does not wish to receive trade secrets and that vendors
are not to supply trade secrets unless they are absolutely necessary.
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TRADE SECRET ACKNOWLEDGEMENT

| have read and understand the above "Trade Secret Acknowledgement.”

| understand that the County of Fresno has no responsibility for protecting information
submitted as a trade secret if it is not delivered in a separate binder plainly marked "Trade
Secret." | also understand that all information my company submits, except for that
information submitted in a separate binder plainly marked “Trade Secret,” are public records
subject to inspection by the public. This is true no matter whether my company identified the
information as proprietary, confidential or under any other such terms that might suggest
restricted public access.

Enter company name on appropriate line:

Has submitted information identified as Trade

(Company Name) Secrets in a separate marked binder.**

Has not submitted information identified as Trade

Secrets. Information submitted as proprietary
confidential or under any other such terms that
might suggest restricted public access will not be
excluded from treatment as public record.

(Company Name)

ACKNOWLEDGED BY:

Signature Telephone
Print Name and Title Date
Address
City State Zip

**Bidders brief statement that clearly sets out the reasons for confidentiality in conforming
with the California Government Code definition.
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DISCLOSURE - CRIMINAL HISTORY &
CIVIL ACTIONS

In their proposal, the bidder is required to disclose if any of the following conditions apply to
them, their owners, officers, corporate managers and partners (hereinafter collectively
referred to as “Bidder”):

¢ Within the three-year period preceding the proposal, they have been convicted of, or
had a civil judgment rendered against them for:

o fraud or a criminal offense in connection with obtaining, attempting to obtain, or
performing a public (federal, state, or local) transaction or contract under a
public transaction;

o violation of a federal or state antitrust statute;
0 embezzlement, theft, forgery, bribery, falsification, or destruction of records; or
o false statements or receipt of stolen property

e Within a three-year period preceding their proposal, they have had a public transaction
(federal, state, or local) terminated for cause or default.

Disclosure of the above information will not automatically eliminate a Bidder from
consideration. The information will be considered as part of the determination of whether to
award the contract and any additional information or explanation that a Bidder elects to
submit with the disclosed information will be considered. If it is later determined that the
Bidder failed to disclose required information, any contract awarded to such Bidder may be
immediately voided and terminated for material failure to comply with the terms and
conditions of the award.

Any Bidder who is awarded a contract must sign an appropriate Certification Regarding
Debarment, Suspension, and Other Responsibility Matters. Additionally, the Bidder awarded
the contract must immediately advise the County in writing if, during the term of the
agreement: (1) Bidder becomes suspended, debarred, excluded or ineligible for participation
in federal or state funded programs or from receiving federal funds as listed in the excluded
parties list system (http://www.epls.gov); or (2) any of the above listed conditions become
applicable to Bidder. The Bidder will indemnify, defend and hold the County harmless for any
loss or damage resulting from a conviction, debarment, exclusion, ineligibility or other matter
listed in the signed Certification Regarding Debarment, Suspension, and Other Responsibility
Matters.
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CERTIFICATION REGARDING DEBARMENT, SUSPENSION, AND OTHER
RESPONSIBILITY MATTERS--PRIMARY COVERED TRANSACTIONS

INSTRUCTIONS FOR CERTIFICATION

1. By signing and submitting this proposal, the prospective primary participant is
providing the certification set out below.

2. The inability of a person to provide the certification required below will not necessarily
result in denial of participation in this covered transaction. The prospective participant
shall submit an explanation of why it cannot provide the certification set out below.
The certification or explanation will be considered in connection with the department or
agency's determination whether to enter into this transaction. However, failure of the
prospective primary participant to furnish a certification or an explanation shall
disqualify such person from participation in this transaction.

3. The certification in this clause is a material representation of fact upon which reliance
was placed when the department or agency determined to enter into this transaction.
If it is later determined that the prospective primary participant knowingly rendered an
erroneous certification, in addition to other remedies available to the Federal
Government, the department or agency may terminate this transaction for cause or
default.

4, The prospective primary participant shall provide immediate written notice to the
department or agency to which this proposal is submitted if at any time the prospective
primary participant learns that its certification was erroneous when submitted or has
become erroneous by reason of changed circumstances.

5. The terms covered transaction, debarred, suspended, ineligible, participant, person,
primary covered transaction, principal, proposal, and voluntarily excluded, as used in
this clause, have the meanings set out in the Definitions and Coverage sections of the
rules implementing Executive Order 12549. You may contact the department or
agency to which this proposal is being submitted for assistance in obtaining a copy of
those regulations.

6. Nothing contained in the foregoing shall be construed to require establishment of a
system of records in order to render in good faith the certification required by this
clause. The knowledge and information of a participant is not required to exceed that
which is normally possessed by a prudent person in the ordinary course of business
dealings.
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CERTIFICATION

(1) The prospective primary participant certifies to the best of its knowledge and belief, that it,
its owners, officers, corporate managers and partners:

(a) Are not presently debarred, suspended, proposed for debarment, declared ineligible,
or voluntarily excluded by any Federal department or agency;

(b) Have not within a three-year period preceding this proposal been convicted of or had a
civil judgment rendered against them for commission of fraud or a criminal offense in
connection with obtaining, attempting to obtain, or performing a public (Federal, State
or local) transaction or contract under a public transaction; violation of Federal or State
antitrust statutes or commission of embezzlement, theft, forgery, bribery, falsification
or destruction of records, making false statements, or receiving stolen property;

(c) Have not within a three-year period preceding this application/proposal had one or
more public transactions (Federal, State or local) terminated for cause or default.

(2) Where the prospective primary participant is unable to certify to any of the statements in
this certification, such prospective participant shall attach an explanation to this proposal.

Signature: Date:

(Printed Name & Title) (Name of Agency or Company)
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VENDOR MUST COMPLETE AND RETURN WITH REQUEST FOR PROPOSAL

Firm:

Page 9

REFERENCE LIST

Provide a list of at least five (5) customers for whom you have recently provided similar
services. Be sure to include all requested information.

Reference Name:

Address:

Contact:

City:

State:

Phone No.: ( )
Service Provided:

Date:

Zip:

Reference Name:

Address:

Contact:

City:

State:

Phone No.: ( )
Service Provided:

Date:

Zip:

Reference Name:

Address:

Contact:

City:

State:

Phone No.: ( )
Service Provided:

Date:

Zip:

Reference Name:

Address:

Contact:

City:

State:

Phone No.: ( )
Service Provided:

Date:

Zip:

Reference Name:

Address:

Contact:

City:

State:

Phone No.: ( )
Service Provided:

Date:

Zip:

Failure to provide a list of at least five (5) customers may be cause for rejection

of this RFP.
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PARTICIPATION

The County of Fresno is a member of the Central Valley Purchasing Group. This group
consists of Fresno, Kern, Kings, and Tulare Counties and all governmental, tax supported
agencies within these counties.

Whenever possible, these and other tax supported agencies co-op (piggyback) on contracts
put in place by one of the other agencies.

Any agency choosing to avail itself of this opportunity, will make purchases in their own name,
make payment directly to the contractor, be liable to the contractor and vice versa, per the
terms of the original contract, all the while holding the County of Fresno harmless. If awarded
this contract, please indicate whether you would extend the same terms and conditions to all
tax supported agencies within this group as you are proposing to extend to Fresno County.

Yes, we will extend contract terms and conditions to all qualified agencies within the
Central Valley Purchasing Group and other tax supported agencies.

No, we will not extend contract terms to any agency other than the County of Fresno.

(Authorized Signature)

Title

* Note: This form/information is not rated or ranked in evaluating proposal.
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GENERAL REQUIREMENTS

DEFINITIONS: The terms Bidder, Proposer, Contractor and Vendor are all used
interchangeably and refer to that person, partnership, corporation, organization, agency, etc.
which is offering the proposal and is identified on the Proposal Identification Sheet.

RFP CLARIFICATION AND REVISIONS: Any revisions to the RFP will be issued and
distributed as written addenda.

FIRM PROPOSAL.: All proposals shall remain firm for at least one hundred eighty (180) days.

PROPOSAL PREPARATION: Proposals should be submitted in the formats shown under
"PROPOSAL CONTENT REQUIREMENTS" section of this RFP.

County of Fresno will not be held liable or any cost incurred by bidders responding to RFP.

Bidders are to bid what is specified or requested first. If unable to or unwilling to, bidder may
bid alternative or option, indicating all advantages, disadvantages and their associated cost.

SUPPORTIVE MATERIAL: Additional material may be submitted with the proposal as
appendices. Any additional descriptive material that is used in support of any information in
your proposal must be referenced by the appropriate paragraph(s) and page number(s).

Bidders are asked to submit their proposals in a binder (one that allows for easy removal of
pages) with index tabs separating the sections identified in the Table of Contents. Pages must
be numbered on the bottom of each page.

Any proposal attachments, documents, letters and materials submitted by the vendor shall be
binding and included as a part of the final contract should your bid be selected.

TAXES: The quoted amount must include all applicable taxes. If taxes are not specifically
identified in the proposal it will be assumed that they are included in the total quoted.

SALES TAX: Fresno County pays California State Sales Tax in the amount of 8.225%
regardless of vendor's place of doing business.

RETENTION: County of Fresno reserves the right to retain all proposals, excluding proprietary
documentation submitted per the instructions of this RFP, regardless of which response is
selected.

ORAL PRESENTATIONS: Each finalist may be required to make an oral presentation in Fresno
County and answer questions from County personnel.

AWARD/REJECTION: The award will be made to the vendor offering the overall proposal
deemed to be to the best advantage of the County. The County shall be the sole judge in
making such determination. The County reserves the right to reject any and all proposals. The
lowest bidders are not arbitrarily the vendors whose proposals will be selected. Award Notices
are tentative: Acceptance of an offer made in response to this RFP shall occur only upon
execution of an agreement by both parties or issuance of a valid written Purchase Order by
Fresno County Purchasing.
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County Purchasing will chair or co-chair all award, evaluation and contract negotiation
committees.

Award may require approval by the County of Fresno Board of Supervisors.

WAIVERS: The County reserves the right to waive any informalities or irregularities and any
technical or clerical errors in any quote as the interest of the County may require.

TERMINATION: The County reserves the right to terminate any resulting contract upon written
notice.

MINOR DEVIATIONS: The County reserves the right to negotiate minor deviations from the
prescribed terms, conditions and requirements with the selected vendor.

PROPOSAL REJECTION: Failure to respond to all questions or not to supply the requested
information could result in rejection of your proposal.

ASSIGNMENTS: The ensuing proposed contract will provide that the vendor may not assign
any payment or portions of payments without prior written consent of the County of Fresno.

BIDDERS LIABILITIES: County of Fresno will not be held liable for any cost incurred by
vendors in responding to the RFP.

CONFIDENTIALITY: Bidders shall not disclose information about the County's business or
business practices and safeguard confidential data which vendor staff may have access to in
the course of system implementation.

DISPUTE RESOLUTION: The ensuing contract shall be governed by the laws of the State of
California.

Any claim which cannot be amicably settled without court action will be litigated in the U. S.
District Court for the Eastern District of California in Fresno, CA or in a state court for Fresno
County.

NEWS RELEASE: Vendors shall not issue any news releases or otherwise release information
to any third party about this RFP or the vendor's quotation without prior written approval from
the County of Fresno.

BACKGROUND REVIEW: The County reserves the right to conduct a background inquiry of
each proposer/bidder which may include collection of appropriate criminal history information,
contractual and business associations and practices, employment histories and reputation in the
business community. By submitting a proposal/bid to the County, the vendor consents to such
an inquiry and agrees to make available to the County such books and records the County
deems necessary to conduct the inquiry.

PERFORMANCE BOND: The successful bidders may be required to furnish a faithful
performance bond. Bidders are to quote a separate price for a performance bond.

ACQUISITIONS: The County reserves the right to obtain the whole system/services/goods as
proposed or only a portion of the system/services/goods, or to make no acquisition at all.
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OWNERSHIP: The successful vendor will be required to provide to the County of Fresno
documented proof of ownership by the vendor, or its designated subcontractor, upon request of
the proposed programs/services/goods.

EXCEPTIONS: Identify with explanation, any terms, conditions, or stipulations of the RFP with
which you CAN NOT or WILL NOT comply with by proposal group.

ADDENDA: In the event that it becomes necessary to revise any part of this RFP, addenda will
be provided to all agencies and organizations that receive the basic RFP.

SUBCONTRACTORS: If a subcontractor is proposed, complete identification of the
subcontractor and his tasks should be provided. The primary contractor is not relieved of any
responsibility by virtue of using a subcontractor.

CONFLICT OF INTEREST: The County shall not contract with, and shall reject any bid or
proposal submitted by the persons or entities specified below, unless the Board of Supervisors
finds that special circumstances exist which justify the approval of such contract:

1. Employees of the County or public agencies for which the Board of Supervisors is the
governing body.

2. Profit-making firms or businesses in which employees described in Subsection (1) serve as
officers, principals, partners or major shareholders.

3. Persons who, within the immediately preceding twelve (12) months, came within the
provisions of Subsection (1), and who were employees in positions of substantial
responsibility in the area of service to be performed by the contract, or participated in any
way in developing the contract or its service specifications.

4. Profit-making firms or businesses in which the former employees described in Subsection
(3) serve as officers, principals, partners or major shareholders.

5. No County employee, whose position in the County enables him to influence the selection of
a contractor for this RFP, or any competing RFP, and no spouse or economic dependent of
such employee, shall be employees in any capacity by a bidder, or have any other direct or
indirect financial interest in the selection of a contractor.

6. In addition, no County employee will be employed by the selected vendor to fulfill the
vendor’s contractual obligations to the County.

ORDINANCE 3.08.130 — POST-SEPARATION EMPLOYMENT PROHIBITED

No officer or employee of the County who separates from County service shall for a period of
one year after separation enter into any employment, contract, or other compensation
arrangement with any County consultant, vendor, or other County provider of goods, materials,
or services, where the officer or employee participated in any part of the decision making
process that led to the County relationship with the consultant, vendor or other County provider
of goods, materials or services.

Pursuant to Government Code section 25132(a), a violation of the ordinance may be enjoined
by an injunction in a civil lawsuit, or prosecuted as a criminal misdemeanor.

EVALUATION CRITERIA: Respondents will be evaluated on the basis of their responses to all
guestions and requirements in this RFP and product cost. The County shall be the sole judge in
the ranking process and reserves the right to reject any or all bids. False, incomplete or
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unresponsive statements in connection with this proposal may be sufficient cause for its
rejection.

SELECTION PROCESS: All proposals will be evaluated by a team consisting of representatives
from appropriate County Department(s), and Purchasing. It will be their responsibility to make
the final recommendations. Purchasing will chair or co-chair the evaluation or evaluation
process.

Organizations that submit a proposal may be required to make an oral presentation to the
Selection Committee. These presentations provide an opportunity for the individual, agency, or
organization to clarify its proposal to ensure thorough, mutual understanding.

INDEPENDENT CONTRACTOR: In performance of the work, duties, and obligations assumed
by Contractor under any ensuing Agreement, it is mutually understood and agreed that
Contractor, including any and all of Contractor's officers, agents, and employees will at all times
be acting and performing as an independent contractor, and shall act in an independent
capacity and not as an officer, agent, servant, employee, joint venture, partner, or associate of
the County. Furthermore, County shall have no right to control, supervise, or direct the manner
or method by which Contractor shall perform its work and function. However, County shall
retain the right to administer this Agreement so as to verify that Contractor is performing its
obligations in accordance with the terms and conditions thereof. Contractor and County shall
comply with all applicable provisions of law and the rules and regulations, if any, of
governmental authorities having jurisdiction over matters the subject thereof.

Because of its status as an independent contractor, Contractor shall have absolutely no right to
employment rights and benefits available to County employees. Contractor shall be solely liable
and responsible for providing to, or on behalf of, its employees all legally required employee
benefits. In addition, Contractor shall be solely responsible and save County harmless from all
matters relating to payment of Contractor's employees, including compliance with Social
Security, withholding, and all other regulations governing such matters. It is acknowledged that
during the term of the Agreement, Contractor may be providing services to others unrelated to
the COUNTY or to the Agreement.

HOLD HARMLESS CLAUSE: Contractor agrees to indemnify, save, hold harmless and at
County's request, defend the County, its officers, agents and employees, from any and all costs
and expenses, damages, liabilities, claims and losses occurring or resulting to County in
connection with the performance, or failure to perform, by Contractor, its officers, agents or
employees under this Agreement and from any and all costs and expenses, damages, liabilities,
claims and losses occurring or resulting to any person, firm or corporation who may be injured
or damaged by the performance, or failure to perform, of Contractor, its officers, agents or
employees under this Agreement.

SELF-DEALING TRANSACTION DISCLOSURE: Contractor agrees that when operating as a
corporation (a for-profit or non-profit corporation), or if during the term of the agreement the
Contractor changes its status to operate as a corporation, members of the Contractor’s Board of
Directors shall disclose any self-dealing transactions that they are a party to while Contractor is
providing goods or performing services under the agreement with the County. A self-dealing
transaction shall mean a transaction to which the Contractor is a party and in which one or more
of its directors has a material financial interest. Members of the Board of Directors shall
disclose any self-dealing transactions that they are a party to by completing and signing a
Fresno County Self-Dealing Transaction Disclosure Form and submitting it to the County prior to
commencing with the self-dealing transaction or immediately thereafter.
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PRICE RESPONSIBILITY: The selected vendor will be required to assume full responsibility for
all services and activities offered in the proposal, whether or not they are provided directly.
Further, the County of Fresno will consider the selected vendor to be the sole point of contact
with regard to contractual matters, including payment of any and all charges resulting from the
contract. The contractor may not subcontract or transfer the contract, or any right or obligation
arising out of the contract, without first having obtained the express written consent of the
County.

ADDRESSES AND TELEPHONE NUMBERS: The vendor will provide the business address
and mailing address, if different, as well as the telephone number of the individual signing the
contract.

ASSURANCES: Any contract awarded under this RFP must be carried out in full compliance
with The Civil Rights Act of 1964, The Americans With Disabilities Act of 1990, their subsequent
amendments, and any and all other laws protecting the rights of individuals and agencies. The
County of Fresno has a zero tolerance for discrimination, implied or expressed, and wants to
ensure that policy continues under this RFP. The contractor must also guarantee that services,
or workmanship, provided will be performed in compliance with all applicable local, state, or
federal laws and regulations pertinent to the types of services, or project, of the nature required
under this RFP. In addition, the contractor may be required to provide evidence substantiating
that their employees have the necessary skills and training to perform the required services or
work.

INSURANCE:

Without limiting the COUNTY's right to obtain indemnification from CONTRACTOR or any third
parties, CONTRACTOR, at its sole expense, shall maintain in full force and effect, the following
insurance policies or a program of self-insurance, including but not limited to, an insurance
pooling arrangement or Joint Powers Agreement (JPA) throughout the term of the Agreement:

A. Commercial General Liability

Commercial General Liability Insurance with limits of not less than One Million Dollars
($1,000,000) per occurrence and an annual aggregate of Two Million Dollars ($2,000,000).
This policy shall be issued on a per occurrence basis. COUNTY may require specific
coverages including completed operations, products liability, contractual liability, Explosion-
Collapse-Underground, fire legal liability or any other liability insurance deemed necessary
because of the nature of this contract.

B. Automobile Liability

Comprehensive Automobile Liability Insurance with limits for bodily injury of not less than
Two Hundred Fifty Thousand Dollars ($250,000.00) per person, Five Hundred Thousand
Dollars ($500,000.00) per accident and for property damages of not less than Fifty
Thousand Dollars ($50,000.00), or such coverage with a combined single limit of Five
Hundred Thousand Dollars ($500,000.00). Coverage should include owned and non-owned
vehicles used in connection with this Agreement.

C. Professional Liability

If CONTRACTOR employs licensed professional staff, (e.g., Ph.D., R.N., L.C.S.W.,
M.F.C.C.) in providing services, Professional Liability Insurance with limits of not less than
One Million Dollars ($1,000,000.00) per occurrence, Three Million Dollars ($3,000,000.00)
annual aggregate.
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This coverage shall be issued on a per claim basis. Contractor agrees that it shall maintain,
at its sole expense, in full force and effect for a period of three (3) years following the
termination of this Agreement, one or more policies of professional liability insurance with
limits of coverage as specified herein.

D. Worker's Compensation

A policy of Worker's Compensation insurance as may be required by the California Labor
Code.

Contractor shall obtain endorsements to the Commercial General Liability insurance naming the
County of Fresno, its officers, agents, and employees, individually and collectively, as additional
insured, but only insofar as the operations under this Agreement are concerned. Such coverage
for additional insured shall apply as primary insurance and any other insurance, or
self-insurance, maintained by County, its officers, agents and employees shall be excess only
and not contributing with insurance provided under Contractor's policies herein. This insurance
shall not be cancelled or changed without a minimum of thirty (30) days advance written notice
given to County.

Within thirty (30) days from the date Contractor executes this Agreement, Contractor shall
provide certificates of insurance and endorsement as stated above for all of the foregoing
policies, as required herein, to the County of Fresno, ITSD, 2048 N. Fine Avenue, Fresno, CA
93727, stating that such insurance coverage have been obtained and are in full force; that the
County of Fresno, its officers, agents and employees will not be responsible for any premiums
on the policies; that such Commercial General Liability insurance names the County of Fresno,
its officers, agents and employees, individually and collectively, as additional insured, but only
insofar as the operations under this Agreement are concerned; that such coverage for additional
insured shall apply as primary insurance and any other insurance, or self-insurance, maintained
by County, its officers, agents and employees, shall be excess only and not contributing with
insurance provided under Contractor's policies herein; and that this insurance shall not be
cancelled or changed without a minimum of thirty (30) days advance, written notice given to
County.

In the event Contractor fails to keep in effect at all times insurance coverage as herein provided,
the County may, in addition to other remedies it may have, suspend or terminate this Agreement
upon the occurrence of such event.

All policies shall be with admitted insurers licensed to do business in the State of California.
Insurance purchased shall be purchased from companies possessing a current A.M. Best, Inc.
rating of A FSC VII or better.

AUDIT AND RETENTION: The Contractor shall maintain in good and legible condition all
books, documents, papers, data files and other records related to its performance under this
contract. Such records shall be complete and available to Fresno County, the State of
California, the federal government or their duly authorized representatives for the purpose of
audit, examination, or copying during the term of the contract and for a period of at least three
years following the County's final payment under the contract or until conclusion of any pending
matter (e.qg., litigation or audit), whichever is later. Such records must be retained in the manner
described above until all pending matters are closed.

DEFAULT: In case of default by the selected bidder, the County may procure materials and

services from another source and may recover the loss occasioned thereby from any unpaid
balance due the selected bidder, or by any other legal means available to the County.
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BREACH OF CONTRACT: In the event of breach of contract by either party, the other party
shall be relieved of its obligations under this agreement and may pursue any legal remedies.

CONFIDENTIALITY

All services performed by vendor shall be in strict conformance with all applicable Federal, State
of California and/or local laws and regulations relating to confidentiality, including but not limited
to, California Civil Code, California Welfare and Institutions Code, Health and Safety Code,
California Code of Regulations, Code of Federal Regulations.

Vendor shall submit to County’s monitoring of said compliance.

Vendor may be a Business associate of County, as that term is defined in the “Privacy Rule”
enacted by the Health Insurance Portability and Accountability Act of 1996 (HIPAA). As a
HIPAA Business Associate, vendor may use or disclose protected health information (“PHI”) to
perform functions, activities or services for or on behalf of County, as specified by the County,
provided that such use or disclosure shall not violate HIPAA and its implementing regulations.
The uses and disclosures of PHI may not be more expansive than those applicable to County,
as the “Covered Entity” under HIPAA'’s Privacy Rule, except as authorized for management,
administrative or legal responsibilities of the Business Assaociate.

Vendor shall not use or further disclose PHI other than as permitted or required by the County,
or as required by law without written notice to the County.

Vendor shall ensure that any agent, including any subcontractor, to which vendor provides PHI
received from, or created or received by the vendor on behalf of County, shall comply with the
same restrictions and conditions with respect to such information.

APPEALS

Appeals must be submitted in writing within *seven (7) working days after notification of
proposed recommendations for award. A “Notice of Award” is not an indication of County’s
acceptance of an offer made in response to this RFP. Appeals shall be submitted to County of
Fresno Purchasing, 4525 E. Hamilton Avenue 2" Floor, Fresno, California 93702-4599.
Appeals should address only areas regarding RFP contradictions, procurement errors,
guotation rating discrepancies, legality of procurement context, conflict of interest, and
inappropriate or unfair competitive procurement grievance regarding the RFP process.

Purchasing will provide a written response to the complainant within *seven (7) working days
unless the complainant is notified more time is required.

If the protesting bidder is not satisfied with the decision of Purchasing, he/she shall have the
right to appeal to the Purchasing Agent/CAO within seven (7) working days after Purchasing’'s
notification; except, if notified to appeal directly to the Board of Supervisors at the scheduled
date and time.

If the protesting bidder is not satisfied with Purchasing Agent/CAQ’s decision, the final appeal is
with the Board of Supervisors.

*The seven (7) working day period shall commence and be computed by excluding the first day and including the last
day upon the date that the notification is issued by the County.

RIGHTS OF OWNERSHIP

The County shall maintain all rights of ownership and use to all materials designed, created or
constructed associated with this service/project/program.
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SPECIFIC BIDDING INSTRUCTIONS AND
REQUIREMENTS

ISSUING AGENT: This RFP has been issued by County of Fresno, Purchasing. Purchasing
shall be the vendor’s sole point of contact with regard to the RFP, its content, and all issues
concerning it.

AUTHORIZED CONTACT: All communication regarding this RFP shall be directed to an
authorized representative of County Purchasing. The specific buyer managing this RFP is
identified on the cover page, along with his or her telephone number, and he or she should be
the primary point of contact for discussions or information pertaining to the RFP. Contact with
any other County representative, including elected officials, for the purpose of discussing this
RFP, it content, or any other issue concerning it, is prohibited unless authorized by
Purchasing. Violation of this clause, by the vendor having unauthorized contact (verbally or in
writing) with such other County representatives, may constitute grounds for rejection by
Purchasing of the vendor’s quotation.

The above stated restriction on vendor contact with County representatives shall apply until
the County has awarded a purchase order or contract to a vendor or vendors, except as
follows. First, in the event that a vendor initiates a formal protest against the RFP, such
vendor may contact the appropriate individual, or individuals who are managing that protest
as outlined in the County’s established protest procedures. All such contact must be in
accordance with the sequence set forth under the protest procedures. Second, in the event a
public hearing is scheduled before the Board of Supervisors to hear testimony prior to its
approval of a purchase order or contract, any vendor may address the Board.

VENDOR CONFERENCE: On June 12, 2014 at 10:00 A.M., a vendor's conference will be
held in which the scope of the project and proposal requirements will be explained.
The meeting will be held at the office of County of Fresno Purchasing, 4525 E. Hamilton
(between Cedar and Maple), 2" Floor, Fresno, California. Addendum will be prepared
and distributed to all bidders only if necessary to clarify substantive items raised during the
bidders' conference.

Bidders are to contact Caleb J. Brooks at County of Fresno Purchasing, (559) 600-7124, if
they are planning to attend the conference.

NUMBER OF COPIES: Submit one (1) original, with two (2) *reproducible compact disc
enclosed and seven (7) copies of your proposal no later than the proposal acceptance date
and time as stated on the front of this document to County of Fresno Purchasing. The cover
page of each document is to be appropriately marked “Original” or “Copy”.

*Bidder shall submit two (2) reproducible compact disc (i.e.: PDF file) containing the
complete proposal excluding trade secrets. Compact disc should accompany the
original binder and should be either attached to the inside cover of the binder or
inserted in an attached sleeve or envelope in the front of the binder to insure the disc
is not misplaced.

INTERPRETATION OF RFP: Vendors must make careful examination of the requirements,
specifications and conditions expressed in the RFP and fully inform themselves as to the
guality and character of services required. If any person planning to submit a proposal finds
discrepancies in or omissions from the RFP or has any doubt as to the true meaning or
interpretation, correction thereof may be requested at the scheduled Vendor Conference (see
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above). Any change in the RFP will be made only by written addendum, duly issued by the
County. The County will not be responsible for any other explanations or interpretations.

Questions may be submitted subsequent to the Vendor Conference, subject to the following
conditions:

a. Such questions are submitted in writing to the County Purchasing not later than June 19,
2014 at 8:00 a.m. Questions must be directed to the attention of Caleb J. Brooks, Buyer II.

b. Such questions are submitted with the understanding that County can respond only to
guestions it considers material in nature.

c. Questions shall be e-mailed to cbrooks@co.fresno.ca.us.

NOTE: The bidder is encouraged to submit all questions at the Vendor Conference. Time
limitations can prevent a response to questions submitted after the conference.

SELECTION COMMITTEE: All proposals will be evaluated by a team co-chaired by
Purchasing. All proposals will be evaluated by a review committee that may consist of County
of Fresno Purchasing, department staff, community representatives from advisory boards and
other members as appropriate.

The proposals will be evaluated in a multi-stage selection process. Some bids may be
eliminated or set aside after an initial review. If a proposal does not respond adequately to
the RFP or the bidder is deemed unsuitable or incapable of delivering services, the proposal
may be eliminated from consideration. It will be the selection committee’s responsibility to
make the final recommendation to the Department Head.

CONTRACT TERM: Itis County's intent to contract with the successful bidder for a term of
three (3) years with the option to renew for up to two (2) additional one (1) year periods based
on mutual written consent. County will retain the right to terminate the Agreement upon
giving thirty (30) days advance written notification to the Contractor.

PAYMENT: The County of Fresno, if appropriate, may use Procurement Card to place and
make payment for orders under the ensuing contract.

AUDITED FINANCIAL STATEMENTS: Copies of the audited Financial Statements for the
last three (3) years for the business, agency or program that will be providing the service(s)
proposed. If audited statements are not available, complied or reviewed statements will be
accepted with copies of three years of corresponding federal tax returns. This information is
to be provided after the RFP closes, if requested. Do not provide with your proposal.

CONTRACT NEGOTIATION: The County will prepare and negotiate its own contract with the
selected vendor, giving due consideration to standard contracts and associated legal
documents submitted as a part of bidder’s response to the RFP. The tentative award of the
contract is based on successful negotiation pending formal recommendation of award. Bidder
is to include in response the names and titles of officials authorized to conduct such
negotiations.

NOTICES: All notices, payments, invoices, insurance and endorsement certificates, etc.
need to be submitted as follows: referencing contract/purchase order number, department,
position, title and address of administering official.

LOCAL VENDOR PREFERENCE: The Local Vendor Preference does not apply to this
Request for Proposal.
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SCOPE OF WORK

The County of Fresno on behalf of Internal Services Department’s Information Technology
Services Division (ITSD) is requesting proposals from qualified firms to perform an external
audit of their information technology environment. The Board of Supervisors have authorized
and budgeted for this audit in order to comply with Health Insurance Portability and
Accountability Act (HIPAA) and security rules. The purpose of this external penetration test of
the County’s network is to identify any unauthorized accessibilities and /or vulnerabilities to the
confidentiality, integrity, and availability of electronic protected health information (ePHI).

This audit is to be performed in accordance with generally accepted security best practices, the
security auditing standards set forth by the HIPAA Security Rule, and other professional
standards as necessary. The vendor shall use the standard “white hat” methodology.

The vendor that was awarded the last audit in 2012 was Moss-Adams LLP, and is not eligible to
be awarded this audit.

NATURE OF SERVICES REQUIRED
A. Background

The County budgeted for the external penetration tests to identify any unauthorized
accessibilities and/or vulnerabilities. The County’s HIPAA Risk Assessment and Risk
Management of electronic protected health information required an external audit to ensure
that this data can only be accessed by authorized users and that appropriate safeguards are
in place. The time covered by these tests will be one month including the report-writing
phase or other meetings. Additional information regarding the number of meetings, the
locations of the meetings, and the attendees will be provided at the vendor’s conference.

B. General

The County of Fresno is looking for an external information technology auditor to perform a
penetration test of the County’s network infrastructure. The company selected for the audit
should have experience doing an external penetration test for a public agency of similar size
and complexity of the County. Areas to be considered are corporate maturity, quality of
references, quality control, financial stability, organizational capacity and staff experience,
integrity and qualifications. County will not do a background check. The audit is to be
performed in accordance with the provisions contained in this request for proposal. The
Security and Data Administration Division Manager of the Internal Services Department’s
Information Technology Services Division (ITSD) will be the coordinator of the project. The
audit will produce a report outlining procedures performed, findings and recommendations
within the time defined within the Background.

C. External Penetration Scope of Work to be performed

The County of Fresno desires the auditor to audit and prepare a report on the County’s
network infrastructure vulnerability to exploitation via remote, man-made, and/or electronic
attacks, re-testing is not required. The penetration test will be limited to those County
networks and systems within the assigned responsibility of the Information Technology
Services Department and will not extend to specialized networks or systems with the
assigned responsibility of other County or state departments. The auditor should take the
view of a malicious attacker, simulating any number of tactics a hacker might take to get
access to critical County information. This audit will be done as a “white hat” audit. The

G:\Public\RFP\208-5278 2014 IT System External Audit Review.doc



Proposal No. 208-5278 Page 21

coordination and oversight of this audit will be provided by the Security and Data
Administration Division Manager.

D. Penetration Testing:

Execute a real-world attack on critical infrastructure and understanding level of risk that
exists at a single moment in time. Also, validate from the perspective of an Internet-based
attacker, a rogue employee, a compromised business partner, malicious customers, or any
combination of theses. The assessment should consist of the primary devices and services
below and have the ability to adapt or add if auditor deems necessary to accomplish an
accurate and thorough testing of the network, infrastructure, and possible risks and
vulnerabilities to electronic protected health information (ePHI). Identified below are various
examples of where the auditor should validate the County’s protective safeguards. The
auditor is encouraged to append to the following list.

1) External Penetration Testing for internet — accessible devices and services
o Websites
e Web servers
e Customer Portals
e VPN
0 Tech Support access
e Email, POP3, and SMTP
o Firewall & ACL Testing
¢ Routers and Switches
¢ Routing Configuration
¢ VLAN Configuration
¢ Network Address Translation
e DNS and other external services including servers on the DMZ
e Remote access
¢ Internet — facing Access Gateway
e NetBIOS
e FTP and SFTP
e HTTP and HTTPS
e Port Scanning
¢ Mobile Device Security
e Password Encryption Settings
o Password Strength Assessment
e Password cracking
e SQL injection and cross-site scripting (XSS)
e Etc.
2) Internal Penetration Testing
e Internal servers
e Firewalls
e Routers

G:\Public\RFP\208-5278 2014 IT System External Audit Review.doc



Proposal No. 208-5278

o Network protocols

e Switches

o E-mail servers

e DNS services

e Ports

¢ Internal-facing IPs for any DMZ-hosts
e Software vulnerability Analysis

e Database vulnerabilities

e Password cracking

e FEtc.

3) Wireless Penetration Testing for wireless infrastructure

e iOS device vulnerabilities

e Wireless access points

e Encryption algorithms

¢ Network architecture

e MAC address vulnerabilities
e Traffic overload via flooding
e Controllers

o Printers

e |IPSec endpoints

e VPN Configuration

e Firewalls
e Password cracking
e FEtc.
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4) Add to the above listing any technology that may store, process, transmit or receive data

that would have value to a cyber-criminal.

5) Internet connections (only for County’s responsibility and not ISP)

6) Virus (simulated/non-intrusive)

7) All externally-reachable services will be identified and documented

8) Denial of service (simulated/non-intrusive)
9) IRC servers

10) SSH configuration information

E. Vulnerability Assessment Reviewing / Testing Areas:

1) Internet Security
e Network Surveying
e Port Scanning
e System Identification
e Services Identification
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Internet Application Testing
Password Cracking

Firewall Testing

Router Testing

Incident response procedures
Disaster Recovery plans
Incident Management

2) Information Security

Document Grinding
Privacy Review

3) Wireless Security

iOS devices

Wireless Network Testing
Cordless Communications Testing
Privacy Review

Infrared Systems Testing

4) Communications Security

PBX Testing
Voicemail Testing
FAX Review
Modem Testing

5) Physical Security

Access Controls Testing
Perimeter Review
Monitoring Review
Alarm Response Testing
Location Review
Environment Review

F. Auditor

1) Company Overview

Common Vulnerabilities and Exposures (CVE®) standard compatible?

Open Source Security Testing Methodology Manual (OSSTMM) compatible?
Penetration Test Execution Standard (PTES) compatible?

For review submit references and/or case studies in your particular industry.
Describe types of technology achievements of the company.

Describe types of industry wide certifications of the company.

What is the security policy of the organization?

Provide types of certifications and experience by key team members that will be
involved in the assessment. In addition to certifications, do team members have
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strong coding backgrounds?
¢ Outline the personnel and tools that will be utilized in each testing phase.
e Provide sample reports as attachments of varying levels that will be provided after
the assessment is complete.
G. Reporting:

1) The auditor shall perform an analysis of all information obtained in the testing and
categorize identified weaknesses, vulnerabilities and risks as minor, major and critical.

a. Critical are the most urgent issues, posing an immediate threat to the security and
integrity of the architecture and information assets.

b. Major are issues that pose major-to-minor risk to information assets.

c. Minor needs to be noted as issues to be addressed at a later time but do not pose a
real risk or areas where current practices are good or at least sufficient to safeguard
the information.

H. Testing Methodologies, Validation and Report details:

1) To meet the requirements of this request for proposal, the audits shall be performed in
accordance with generally accepted security standards as set forth by the National
Institute of Standards and Technology including but not limited to special publications
NIST.SP.800-53r4 and NIST.SP.800-115.

a. What is the main methodology used for the vulnerability and penetration testing?
b. Name and describe each key testing stage.

C. Outline and describe the Mobile Device Security testing methodology and the main
areas of focus while assessing the security of iOS platform and devices.

d. Describe the methodologies of the external, internal, and wireless assessment
stages in conjunction with the different attack plans.

e. How are the complex multi-stage attacks covered?

f.  What types of checks and balances are in place to ensure quality regardless of the
situation?

g. Describe how the validation and elimination of all false positives accomplished?
h. Describe how the validation and elimination of all false negatives accomplished?
2) Reports to be issued.

Following the completion of the audits, the audit team, as coordinated by the Security
and Data Administration Division Manager, shall issue:

a. A draft report on the procedures performed, findings and recommendations for
remediation by risk factor to the Security and Data Administration Division Manager.
The Security and Data Administration Division Manager will complete review of the
draft report as expeditiously as possible.

b. Report that includes the level of risk for our organization compared to similar size
companies.

c. Outline a basis for future decisions regarding our information security strategy and
resource allocation.
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d. Questions the final report should address:

0 What are the most critical vulnerabilities that threaten the security of our
perimeter defenses?

0 What is the probability that a hacker could penetrate our perimeter and gain
access to my data?

o Do we have unauthorized hosts or devices on our network?
o0 How do | prioritize the vulnerabilities and create a plan for improvement.

3) The Final Report will include the following:
a. Provide a clear and concise deliverables detailing all findings.
b. All report findings must be delivered encrypted

c. Provide reports at varying levels such as for executives (use of dashboards for
management), technical teams (which includes risk levels and remediation for
exploitable vulnerabilities), and auditors (which will require proof of compliance as
configuration files, log records, and audit trail records, etc.)

d. Failed exploit attempts are also documented and included in the final report.

e. Vulnerability validation; conduct an out briefing session to ensure complete
understanding of the exploitable vulnerabilities and recommend enterprise-level
strategies for remediation.

f. Include detailed steps of how the compromise occurred with applicable screenshots,
included and to what extent the penetration tester was able to take that compromise.
What assets would have been at risk if a real attack took place?

g. lIdentify the attack path and provide sample files or scripts to make it easy for County
of Fresno developers and administrators to replicate the issue themselves.

h. Explain how to verify that a fix is in place.

i. Assessment follow-up to access engineering teams for questions and explanations,
if needed.

j-  The final signed report shall be delivered to:

County of Fresno, Internal Services Department
Security and Data Administration Division Manager
2048 North Fine Avenue

Fresno, CA 93727

G:\Public\RFP\208-5278 2014 IT System External Audit Review.doc



Proposal No. 208-5278 Page 26

COST PROPOSAL

A. Total All =Inclusive Maximum Price

The cost proposal should be itemized and contain all pricing information relative to
performing the audit engagement as described in this request for proposal. The total all-
inclusive maximum price to be bid is to contain all direct and indirect costs including all out-
of-pocket expenses.

The County of Fresno will not be responsible for expenses incurred in preparing and
submitting the technical proposal or the cost proposal. Such costs should not be included in
the proposal. The first page of the cost proposal should include the following information:

1. Name of firm

2. Certification that the person signing the proposal is entitled to represent the firm,
empowered to submit the bid and authorized to sign a contract with the County of
Fresno.

B. Rates by the Partner, Specialist, Supervisory and Staff Level Times Hours Anticipated for
Each.

The cost bid should indicate a schedule of professional hours and fees and expenses,
presented in the format provided in the attachment (Attachment A) that supports the total
all-inclusive maximum price for each tier of the audit. Bidders’ response should indicate
professional fees for each part of the audit. Details for the special services provided as
included in the Scope of Work Section should be disclosed in Attachment A or as a
supporting schedule in Attachment A.

C. Out-of-pocket Expenses Included in the Total All-Inclusive Maximum Price and
Reimbursement Rates

Out-of-pocket expenses for firm personnel (e.g., travel, lodging and subsistence) will be
reimbursed at the rates used by the County of Fresno for its employees as directed by IRS
Federal Publication 1542 (www.gsa.gov (per diem rate)) and the County of Fresno
Management Directive 560. All estimated out-of-pocket expenses to be reimbursed should
be presented in the cost proposal in the format provided in the attachment (Attachment A).
All expense reimbursements will be charged against the total all-inclusive maximum price
submitted by the firm.

In addition, a statement must be included in the cost proposal stating the firm will accept
reimbursement for travel, lodging and subsistence at the prevailing County of Fresno rates
for its employees.

D. Rates for Additional Professional Services

If it should be necessary for the County of Fresno to request in writing the auditor to render
any additional services to either supplement the services requested in this request for
proposal or to perform additional work as a result of the specific recommendations included
in any report issued on this engagement, then such additional work shall be performed only
if set forth in an addendum to the contract between the County of Fresno and the firm. Any
such additional work agreed to between the County of Fresno and the firm shall be
performed at the same rates set forth in the schedule of fees and expenses included in the
cost bid.
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E. Manner of Payment

Payment will be made 45 days following invoicing and based on final acceptance of the
audit and all reports.
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PROPOSAL CONTENT REQUIREMENTS

It is important that the vendor submit his/her proposal in accordance with the format and
instructions provided under this section. Doing so will facilitate the evaluation of the
proposal. It will limit the possibility of a poor rating due to the omission or mis-
categorization of the requested information. Responding in the requested format will
enhance the evaluation team’s item by item comparison of each proposal item. The
vendor’s proposal may be placed at a disadvantage if submitted in a format other than
that identified below.

Bidders are requested to submit their proposals in a binder (one that allows for easy removal of
pages) with index tabs separating the sections identified. Each page should be numbered.

Each binder is to be clearly marked on the cover with the proposal name, number,
closing date, “Original” or “Copy”, and bidder’s name.

Merely offering to meet the specifications is insufficient and will not be accepted. Each bidder
shall submit a complete proposal with all information requested. Supportive material may be
attached as appendices. All pages, including the appendices, must be numbered.

Vendors are instructed not to submit confidential, proprietary and related information
within the request for proposal. If you are submitting trade secrets, it must be submitted
in a separate binder clearly marked “TRADE SECRETS”, see Trade Secret
Acknowledgement section.

The content and sequence of the proposals will be as follows:

l. RFP PAGE 1 AND ADDENDUM(S) PAGE 1 (IF APPLICABLE) completed and signed by
participating individual or agency.

Il. COVER LETTER: A one-page cover letter and introduction including the company name
and address of the bidder and the name, address and telephone number of the person
or persons to be used for contact and who will be authorized to make representations for
the bidder.

A. Whether the bidder is an individual, partnership or corporation shall also be stated. It
will be signed by the individual, partner, or an officer or agent of the corporation
authorized to bind the corporation, depending upon the legal nature of the bidder. A
corporation submitting a proposal may be required before the contract is finally
awarded to furnish a certificate as to its corporate existence, and satisfactory
evidence as to the officer or officers authorized to execute the contract on behalf of
the corporation.

M. TABLE OF CONTENTS

(\VA CONFLICT OF INTEREST STATEMENT: The Contractor may become involved in
situations where conflict of interest could occur due to individual or organizational
activities that occur within the County. In this section the bidder should address the
potential, if any, for conflict of interest and indicate plans, if applicable, to address
potential conflict of interest. This section will be reviewed by County Counsel for
compliance with conflict of interest as part of the review process. The Contractor shall
comply with all federal, state and local conflict of interest laws, statutes and regulations.
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V. TRADE SECRET:

A. Sign where required.

VI. CERTIFICATION — DISCLOSURE — CRIMINAL HISTORY & CIVIL ACTIONS

VII. REFERENCES

Vill.  PARTICIPATION

IX. EXCEPTIONS: This portion of the proposal will note any exceptions to the requirements
and conditions taken by the bidder. If exceptions are not noted, the County will assume
that the bidder's proposals meet those requirements. The exceptions shall be noted as
follows:

A. Exceptions to General Conditions.

B. Exceptions to General Requirements.

C. Exceptions to Specific Terms and Conditions.
D. Exceptions to Scope of Work.

E. Exceptions to Proposal Content Requirements.
F. Exceptions to any other part of this RFP.

X. VENDOR COMPANY DATA: This section should include:

A. A narrative which demonstrates the vendor’s basic familiarity or experience with
problems associated with this service/project.

B. Descriptions of any similar or related contracts under which the bidder has provided
services.

C. Descriptions of the qualifications of the individual(s) providing the services.

D. Any material (including letters of support or endorsement) indicative of the bidder's
capability.

E. A brief description of the bidder's current operations, and ability to provide the
services.

F. Copies of the audited Financial Statements for the last three (3) years for the agency
or program that will be providing the service(s) proposed. If audited statements are
not available, complied or reviewed statements will be accepted with copies of three
years of corresponding federal tax returns. This information is to be provided after
the RFP closes, if requested. Do not provide with your proposal.
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XI.

XILI.

XIII.

G. Describe all contracts that have been terminated before completion within the last

five (5) years:

1. Agency contract with
2. Date of original contract
3. Reason for termination

4. Contact person and telephone number for agency

. Describe all lawsuit(s) or legal action(s) that are currently pending; and any

lawsuit(s) or legal action(s) that have been resolved within the last five (5) years:

1. Location filed, name of court and docket number

2. Nature of the lawsuit or legal action

Describe any payment problems that you have had with the County within the past
three (3) years:

1. Funding source
2. Date(s) and amount(s)
3. Resolution

4. Impact to financial viability of organization.

SCOPE OF WORK:

A. Bidders are to use this section to describe the essence of their proposal.

B. This section should be formatted as follows:

1. A general discussion of your understanding of the project, the Scope of Work
proposed and a summary of the features of your proposal.

2. A detailed description of your proposal as it relates to each item listed under the
"Scope of Work" section of this RFP. Bidder's response should be stated in the
same order as are the "Scope of Work" items. Each description should begin
with a restatement of the "Scope of Work" item that it is addressing. Bidders
must explain their approach and method of satisfying each of the listed items.

C. When reports or other documentation are to be a part of the proposal a sample of

each must be submitted. Reports should be referenced in this section and submitted
in a separate section entitled "REPORTS."

D. A complete description of any alternative solutions or approaches to accomplishing

the desired results.

COST PROPOSAL: Quotations may be prepared in any manner to best demonstrate the

worthiness of your proposal. Include details and rates/fees for all services, materials,
equipment, etc. to be provided or optional under the proposal.

CHECK LIST
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AWARD CRITERIA

County has a protocol that states we cannot use the same audit person/company for two
consecutive external audits. The Award Criteria that has been established for this RFP is
contained in an Excel Document named “Security External Audit Award Criteria”. Please note
the following sheets are contained within these documents:

1. External Comparison

2. Document Comparison

3. Organization Comparison

4. Summary Comparison

5. Primary Pricing

6. Separately Priced Options
COST

A. As submitted under the "COST PROPOSAL" section.

CAPABILITY AND QUALIFICATIONS

A. Do the service descriptions address all the areas identified in the RFP? Will the proposed
services satisfy County's needs and to what degree?

B. Does the bidder demonstrate knowledge or awareness of the problems associated with
providing the services proposed and knowledge of laws, regulations, statutes and effective
operating principles required to provide this service?

C. The amount of demonstrated experience in providing the services desired in a California
County.
MANAGEMENT PLAN

A. Is the organizational plan and management structure adequate and appropriate for
overseeing the proposed services?
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CHECK LIST

This Checkilist is provided to assist vendors in the preparation of their RFP response.
Included in this list, are important requirements and is the responsibility of the bidder to
submit with the RFP package in order to make the RFP compliant. Because this checklist is
just a guideline, the bidder must read and comply with the RFP in its entirety.

Check off each of the following:

The Request for Proposal (RFP) has been signed and completed.
Addenda, if any, have been completed, signed and included in the bid package.

One (1) original plus seven (7) copies of the RFP have been provided.

el

The completed Trade Secret Form as provided with this RFP (Confidential/Trade
Secret Information, if provided must be in a separate binder).

The completed Criminal History Disclosure Form as provided with this RFP.
The completed Participation Form as provided with this RFP.

The completed Reference List as provided with this RFP.

© N o O

Indicate all of bidder exceptions to the County’s requirements, conditions and
specifications as stated within this RFP.

9. Lastly, on the LOWER LEFT HAND CORNER of the sealed envelope, box, etc.
transmitting your bid include the following information:

County of Fresno RFP No. 208-5278

Closing Date: ~ June 26, 2014

Closing Time:  2:00 P.M.

Commodity or Service: 2014 IT System External Audit Review

Return Checklist with your RFP response.
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