FRESNO COUNTY EMPLOYEES’ RETIREMENT ASSOCIATION (FCERA)
DATA SECURITY POLICY

PURPOSE

The Board of Retirement (Board) of the Fresno County Employees’ Retirement Association
(FCERA) adopts this policy to establish guidelines and procedures for the security of
confidential member data.

The Board and all FCERA employees are required to comply with the policies and
procedures set forth in this document.

POLICY

1) Accessing Data

2)

a)
b)

c)

d)

Access to member data is limited to authorized FCERA staff.
Modification of member data may only be done by authorized FCERA staff.

Granting and removing system access will be initiated by authorized FCERA
managers.

Any data extracted will be limited, secure, temporary, and by authorized FCERA
staff.

Sharing Data

a)

At times member data that contains Personally Identifiable Information (PIl) must be
extracted and shared. Some examples are; actuarial valuations, yearly audits, death
audits, and state and federal reporting and authorized Public Records Act requests.
Secure procedures are in place for all these processes that include password
security, data encryption and/or secure file transfer protocol (SFTP). Excluding these
required functions, PIl member data will not be transported off FCERA premises. PlI
member data is considered to be any data that includes SSN, birth date, name,
address, or account number.

3) Storing Data

a)

b)

All electronic member data will reside in the Arrivos databases hosted by InetU or in
the Fresno County secure servers.

Extracted Member data will only be stored on the Fresno County network drives.
Temporary storage on desktop PCs should be cleared daily or at the end of the
project/assignment.
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c) The use of removable media such as usb drive and cd-r is limited to authorized
FCERA staff.

4) Access to Building

a) The Executive Assistant will maintain a list of existing authorized personnel that has
access to FCERA's facility.

b) With an approval of the Retirement Administrator or designee, the Executive
Assistant will request access for new personnel.

c) With an approval of the Retirement Administrator or designee, the Executive
Assistant will request an access removal for terminated personnel.

5) Electronic Portable Devices
a) Refer to FCERA Portable Electronic Device Policy.
6) Annual Security Audit

a) Authorized FCERA staff will perform an annual security audit to ensure user’s access
is up to date on all systems.

Policy Review
1) The Board shall review this policy at least every three years.

2) This policy was initially adopted on October 21, 2015.

. Secretary’s Certificate

I, Donald Kendig, the duly appointed Secretary of the Fresno County Employees’ Retirement
Association, hereby certify the adoption of this Policy.

October 21, 2015
Date of Action:

Dol ¢. kondig)

By: Retirement Administrator
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